
1

(page number not for citation purpose)

Telehealth and Medicine Today © 2023, 8: 428 - https://doi.org/10.30953/tmt.v8.428

NARRATIVE/SYSTEMATIC REVIEWS/META-ANALYSIS

Surmounting Barriers to Healthcare Data and Information: 
International Case Studies

Bharath Perugu, MBA1 ,Varun Wadhwa, BS2, Jin Kim, ME3, Jenny Cai, BS (Candidate)3 , 
Audrey Shin, BS (Candidate)4 and Amar Gupta, MBA/PhD3 

1Information Technology, ULV, Office Practicum, Fort Washington, PA, USA; 2Department of Economics, University of 
California, Berkeley, CA, USA; 3Department of Electrical Engineering and Computer Science, Massachusetts Institute 
of Technology, Cambridge, MA, USA; 4Computer Science and Economics, Wellesley College, Wellesley, MA, USA

Correspondening Author: Jenny Cai, Email: jxcai@mit.edu

Keywords: coordinated care, digital health, electronic health record, electronic medical record, health informatics, 
healthcare, interoperability, standards adoption

Abstract

Objective: This article reviews the interoperability landscape from the early 2000s to the present in Eurasia 
and Australia. Interoperability, in the context of this article, is “the ability to share information across time 
and space from multiple devices, sources, and organizations,” as defined by the IEEE (Institute of Electrical 
and Electronic Engineers). This review is followed by recommendations for future policy proposals that may 
improve the standardization of heterogeneous healthcare data in a global setting.
Methodology: A literature review was conducted on established national and supranational interoperability 
standards and systems in healthcare based on information obtained from journal publications, government, 
academy reports, published materials, and publicly available websites. Examples of specific interoperability 
efforts and an evaluation of their feasibility were conducted at three levels of healthcare interoperability, as 
defined by the National Academy of Medicine: Inter-facility (macro-tier) interoperability, Intra-facility (meso-
tier) interoperability, and Point-of-care (micro-tier) interoperability.
Results: Due to the lack of available data, it is difficult to assess, in some nations, the efficacy of having one 
centralized system for electronic health information storage, as in the case of Taiwan. Nevertheless, this lit-
erature review still reveals that small countries in the EU, where there is a higher volume of intrastate popu-
lation movement, have made considerable progress toward achieving national interoperability in healthcare 
records, using international and national interoperability frameworks. Uniformity in data records is more 
easily achieved in smaller populations when there exists a less diverse consortium of data to store and transfer, 
and standardization initiatives are often successful when arising from government bodies or nationally prom-
inent health organizations.
Conclusions: As international travel becomes more commonplace and the diversity of data sources and health-
care environments grows, there is an increasing need to create more interoperable healthcare systems, not 
only at the national level but also at an international scale as well. A mediation strategy that can reconcile 
differences between different individual nationally interoperable healthcare systems will need to be developed 
to surmount the geopolitical boundaries that encase healthcare information.

Plain Language Summary
Enhancing healthcare globally is a challenge that requires improved standardization and communica-
tion to achieve better outcomes and value in healthcare investments. Interoperability in healthcare—the 
ability of two systems to exchange and use health information—is an area that, when not properly 
addressed, will greatly hinder data accessibility and undermine existing efforts to improve the quality of 
patient care.

Recognizing the importance of this issue, governments and health authorities have played a large 
role in promoting standards and interoperability in healthcare. There already exist many interoperable 
healthcare systems that have arisen on national and supranational levels in Eurasia and Australia, which 
store all medical records in a centralized repository and use platforms built on international standards, 
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The issue of fostering interoperability arises in 
many disciplines, industries, and fields, including 
computer hardware and software, telecommuni-

cations, finance, defense, e-governance, public safety, cli-
mate control, healthcare, and railways. In the context of 
computer-based systems that are used in different sectors 
of the economy, mechanisms for enhancing interoperabil-
ity frequently evolve under the aegis of many professional 
organizations, such as those in Table 1.

While the need for electronic interoperability has been 
addressed in many cases, at the national level, mechanisms 
for achieving international interoperability have evolved 
at a slow pace, if  not at all.2 This review examines specific 
examples of international, supranational, and national 

interoperability efforts concerning facilitating interop-
erability at three levels of healthcare interoperability, as 
illustrated in Figure 1.

• Inter-facility (macro-tier) interoperability
• Intra-facility (meso-tier) interoperability
• Point-of-care (micro-tier) interoperability

When performing the analysis, the definition of 
interoperability published by the Institute of IEEE was 
considered: “The ability of two or more systems or com-
ponents to exchange information to use the information 
that has been exchanged.”4 Interoperability was said to be 
achieved when “little or no reworking of the software to 
accommodate the new environment” is required and when 

such as HL7 and DICOM, to standardize data formats and privacy protections. What is lacking is the 
ability to interoperate between individually built national systems. For example, there are no protocols 
set in place to safely transfer patient healthcare billing and clinical data for a patient who has moved 
from Europe to Asia.

To this end, the authors reviewed interoperability frameworks and systems set in motion at the inter-
national, supranational, and national levels. It explores the unique policies and systems built in each case 
and evaluates the efficacy and impact of each solution. This paper then spotlights the growing need for 
an overarching vision and mechanism that transcend geopolitical boundaries to help unify data assets 
scattered across heterogeneous health information systems.

Received: May 31, 2023; Accepted: June 9, 2023; Published: July 24, 2023

Table 1. Academic, commercial, and governmental organizations responsible for establishing interoperability standards in their respective indus-
trial sectors

Professional Organization Activity

The Association for Computing Machinery (ACM) A US-based international nonprofit professional society for computing. ACM is the world’s 
largest scientific and educational computing society. It has established rigorous codes for 
upholding the ethical development and responsible use of computing tech.

Institute of Electrical and Electronics Engineers (IEEE) A professional association for electronics engineering, electrical engineering, and related 
disciplines.

National Institute of Standards and Technology (NIST) An agency of the US Department of Commerce whose mission is to promote American 
innovation and industrial competitiveness. NIST’s Systems Interoperability Group develops 
infrastructure to ensure the robustness of health IT systems.1

International Organization for Standardization (ISO) This independent organization develops standard numeric codes to ensure the quality, 
safety, and efficiency of products, services, and systems. In healthcare, ISO codes deal with 
everything from environmental and energy management to information security standards.

International Telecommunication Union (ITU) ITU, part of the UN, develops codes to maintain the quality of information and communi-
cation technologies. For example, its standards ensure the high-quality reception of TV and 
radio programs that are free-to-air or satellite broadcasted.

World Health Organization (WHO) The WHO sets standards for disease control, health care, and medicines to improve the 
quality of health services.

National Electrical Manufacturers Association (NEMA) NEMA publishes more than a thousand medical imaging standards to ensure safety and 
interoperability in the use of medical imaging equipment. They are known for establishing 
DICOM (Digital Imaging and Communications in Medicine), which specifies a centralized 
way to transmit, store, and process digital medical images.

World Wide Web Consortium (W3C) The W3C publishes recommendations to optimize the interoperability, security, and privacy 
of web standards, the tech used to build websites.
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the “behavior/benefits in the new setting…are identical to 
those seen in the original setting.”4

Leading Initiatives Abroad

The World Health Organization (WHO)
The WHO is a gateway to interoperability within US 
healthcare systems, as seen in the WHO’s utilization 
of ICD. Established in 1893, the International List of 
Causes of Death was a rudimentary directory developed 
by the International Statistics Institute.5 Later referred to 
as ICD-1, the standard was not widely adopted during 
its time. It would not be until 1948, with the genesis of 
the United Nations and, subsequently, the WHO, that 
the ICD would begin to see worldwide recognition for 
its applications. In response to the global development 
that occurred before and during World War 2, the WHO 
incorporated morbidity for the first time and released 

ICD version 6 in 1948.6 Much more inclined than pre-
viously, the United States joined the WHO and adopted 
ICD-6 for death certificate coding. Over time, however, 
the United States has been slow to adopt newer versions 
of the ICD revised by the WHO. The most recent ICD, 
ICD version 10, was released in 1990, with adoption not 
coming to the United States until 2015, 25 years after its 
release. Due to the excessive increase in size compared to 
its predecessor, ICD-10 implementation was pushed back 
by many US healthcare providers. Moreover, the United 
States emphasizes its involvement by amending the ICD 
to its own needs, the prime example being ICD-10-CM, a 
US modification of ICD-10.7 Yet, the United States con-
tinues to keep ties with ICD. Whether to avoid unneces-
sary changes in internal structure or for other reasons, the 
United States’ loyalty toward ICD implementation shows 
that the possibility for US ratification of interoperability 

Fig. 1. Interoperability in the Health Ecosystem—Inter-facility (Macro-), Intra-facility (Meso-), and Point-of-Care 
(Micro-) Tiers.3
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standards developed by a supranational organization 
such as the WHO is there.

Another circumstance in which the United States 
adopted a globalized standard in healthcare is the imple-
mentation of the metric system. Currently, the United 
States is one of three countries to have not fully adopted 
the metric system for national use. Science and healthcare 
industry domains have fully adopted metric units; how-
ever, most other industries in the United States use metric 
units only sparingly.

After a 2015 study demonstrating that using customary 
measurements of teaspoons and tablespoons resulted in 
people using non-calibrated kitchen utensils as measuring 
devices, the FDA recommended that US healthcare pro-
viders use millimeter-only dosing instructions.8 This fur-
ther exemplifies the United States is willingness to adopt 
global efforts given strong enough reasoning.

Many member states of the WHO advocate for the 
organization to play a role in promoting interoperabil-
ity. This suggestion was implemented in December 2012 
at the WHO Forum on Health Data Standardization 
and Interoperability, when it was recommended that 
the WHO host a “gateway” on eHealth standardization 
and interoperability to serve as a single source of infor-
mation for Member States.9 Now, the organization has 
begun to advocate for interoperable standards to be a 
national effort.10 The adoption of national EHR systems 
among WHO member countries has witnessed a 46% 
global increase over 5 years. Recognizing the issue, gov-
ernments and health authorities in 65 countries reported 
playing a role in promoting standards and interoperabil-
ity. As such, countries outside of the United States have 
developed more efficient interoperability strategies on a 
national scale. Currently, four countries, Australia, the 
Netherlands, New Zealand, and the United Kingdom, 
boast nearly universal, over 90%, adoption of EHRs 
among care practitioners.11

The European Union (EU)
The EU’s emphasis on interoperability may be accredited 
to its member states’ interconnectivity. Recent statistics 
show that 62% of the member states’ citizens go on pri-
vate trips, with 84% being to another EU member state.12 
As such, the EU has recognized the necessity behind the 
interoperability of EHRs in its member states and has 
issued multiple initiatives to address the problem, such 
as developing the Patient Summary Guideline and cre-
ating the eHealth Action Plan. Adopted by the EU in 
November 2013, the Patient Summary Guideline is based 
on HL7 CDA and intended to support cross-border care 
in the EU and inform national eHealth programs. The 
guideline establishes the minimum essential information 
that needs to be exchanged to deliver safe care to a clini-
cian’s patient, as well as recommended information that a 

clinician must aim to complete whenever possible. Despite 
the nonbinding recommendations of the PS Guideline, 
it symbolizes the introduction of a technical, semantic, 
and organizational framework for cross-border care not-
ing the involvement that the EU Member States would 
accept. The PS Guideline is often compared to C-CDA, a 
US-based implementation guide.

The eHealth Action Plan aims to address and remove 
healthcare barriers for EU member states. The approaches 
employed by EU member states to implement national 
health records systems can be categorized into three mod-
els: the decentralized model, the centralized model, and 
the patient-centered model.13 The planned timeline extends 
from 2012 to 2020 and outlines the vision for eHealth in 
Europe. The plan even implements a special focus on 
mobile health to account for the widespread adoption 
of mobile electronics such as tablets and smartphones.14 
The recent rise in importance of the subject results from 
recent statistics published, showing an increase in health-
care expenditure on gross domestic product (GDP) from 
5.9% to 7.2% in the EU member states.15 Coincidentally, 
the working-age population is expected to fall dramati-
cally from 61% to 51% of the total population.16

Within the past 5 years, the EU has initiated mul-
tiple telemedicine projects in anticipation of growing 
healthcare demands among its citizens. Projects such 
as ELECTOR, which is aimed at arthritis patients, and 
THALEA, which is aimed at assisting Intensive Care 
Units, have been funded to tackle the challenges brought 
upon by healthcare systems by connecting specialized 
care to areas that would otherwise be unable to receive 
such care. One branch of telemedicine is telemonitor-
ing, the process of monitoring a patient’s health status 
remotely. Interoperability and guideline standardization 
within telemonitoring services are crucial for fully utiliz-
ing the service.17 

In contrast to the national approach of WHO member 
states, the European Union (EU) understands the impor-
tance of supranational organizations on standardization 
in EHR systems. As a result, using existing standards and 
creating new standardized approaches have been a large 
focus of the EU to achieve healthcare interoperability 
across national borders.

The EU: Republic of Estonia
Estonia is at the forefront of healthcare IT utilization 
partly because Estonia is one of the most technologically 
savvy nations in the world, with over 88% of its popula-
tion using the internet as of 2018.18 Although Estonian 
healthcare operates via an employer-sponsored insurance 
system, the country began “informal planning, and the 
first ideas of developing a nationwide e-health system 
were initiated” in the 1990s.19 Thus, Estonia planned for 
a national e-health system rather than a market-based 
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option. By 2008, the e-health system of Estonia, known 
as the Estonian Health Information System (EHIS), was 
implemented.

In 2005, Estonia launched the Estonian e-Health 
Foundation (EeHF).19 The EeHF tries to develop stan-
dards and classifiers that will be used to create electronic 
records. Therefore, they can be easily shared later with 
other associations or countries.20 Through the EeHF, the 
Estonian Electronic Health Record (EHR) was developed 
to help physicians digitally record patient consultation 
information.21 

Intra-facility (macro-tier) interoperability
Today, EHIS, along with each citizen’s EHR, is managed 
by TEHIK, a private company owned by the Estonian 
government.22 Furthermore, the EHIS is an integrated 
part of the broader Estonian e-state system, which 
includes e-voting, e-banking, and other government 
services. The Estonian parliament amended the Health 
Services Organization Act to mandate the submission of 
HL7 documents by all health providers in the country to 
the EHIS.23 “EHIS, by containing the health data of every 
Estonian resident virtually from birth to death, integrates 
different healthcare databases and services and makes it 
possible to access medical data, prescriptions, and medi-
cal images online in a secure and trusted way.”24 In 2018, 
Estonia became the first country to use blockchain tech-
nology to secure highly private citizen medical records.25

Inter-facility (meso-tier) interoperability
The EHIS system is composed of three layers. The first 
layer, the data layer, comprises repositories that store doc-
uments and images. While EHIS does not utilize a sin-
gle database, it does integrate different software systems. 
The Estonian EHR is based on HL7 CDA, DICOM, and 
other internationally recognized standards for patient 
data exchange.19 The second layer, the data transfer 
layer, facilitates secure data transfer for document view-
ing by both patients and providers. X-Road is the data 
exchange layer for the Estonian e-state system. Based on 
the Service-Oriented Architecture (SOA) stack, X-Road is 
a secure passageway for data transfer that digitally signs 
and encrypts outgoing data and authenticates incom-
ing data.26 The final layer, the application layer, allows 
for customizability by providers to offer targeted ser-
vices to patients, providers, the government, and other 
stakeholders.19 

Using the eHealth portal, providers can “send and 
receive laboratory test or medical imaging results elec-
tronically; can see and update an electronic medications 
list for their patients that includes any current medications 
prescribed by other physicians; can see hospital in-patient 
and emergency room records for their patients electroni-
cally; and can see and update an EHR for their patients 

including diagnosis and treatment information from mul-
tiple physicians and over time.”27 

In 2010, Estonia launched its electronic prescription 
program, used today by the majority of physicians to pre-
scribe medications [256]. As of January 2019, Estonia and 
Finland became the first EU member states to launch an 
ePrescriptions system that allows patients who have been 
prescribed medication in Finland to fill that prescription 
at a pharmacy in Estonia, which greatly improved phar-
macy services, accuracy, flow of consultations, and acces-
sibility of medicines.28

Point-of-care (micro-tier) interoperability
Each Estonian citizen and resident has a unique iden-
tification number, allowing an EHR to be linked to 
any patient in the country. Patients access EHIS 
through a patient portal which allows them to “view 
their medical data, express their health preferences 
and restrict access to documents.”23 Patients can also 
book or cancel medical consultations through the por-
tal.23 These features are visually represented in the dia-
gram in Figure 2.29

Patients access their healthcare data via the Estonian 
eHealth Patient Portal, which requires a patient’s signa-
ture and an Estonian National ID card for authentica-
tion. Although providers have access to patient data by 
default, patients using the eHealth portal can view any of 
their healthcare data as well as revoke or grant access to 
any provider.30 

The Eu: The Republic Of Croatia
Since 2006, Croatia has operated the Primary Healthcare 
Information System (PHCIS), also known as the Croatian 
Health Insurance Fund’s central healthcare information 
networks (CEZIH), which utilizes the HL7v3 interna-
tional standard and the EN 13606 European standard.31 
This system hosts an EHR, patient portal, appointment 

Fig. 2. PDMP Data Exchange Diagram.29
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scheduling, ePrescription, and eReferral services. 
Currently, “there is no comprehensive patient access to 
medical records.”

Ericsson Nikola Tesla, a Croatian-based company 
and an associated company of  the Ericsson Group, has 
developed multiple platforms that facilitate interop-
erability, such as the Ericsson Healthcare Exchange 
(EHE), the Ericsson Mobile Health Exchange (EMH), 
the Ericsson Hospital Information System (EHIS), and 
eHealth Records. In Croatia, the EHE is an open com-
munications platform that connects healthcare organi-
zations and delivery systems. The scalability of  the EHE 
system allows  for applications to range across various 
healthcare service integration needs.32 Patient benefits 
include increased quality of  life and safety as well as 
a reduction in unnecessary contact with the healthcare 
system.32

The Ericsson Mobile Health Exchange (EMH) plat-
form helps patients and medical personnel access medical 
data remotely. The EMH enables healthcare providers to 
play a more active role in promoting patient well-being.32 
The innovative structure of the EMH allows for modifica-
tions to be made for market adaptation. The EMH plat-
form also incorporates aspects from the EHE and EHIS 
to integrate the systems to meet provider and patient 
needs.

Intra-facility (meso-tier) interoperability
For authorized users, PHCIS offers access to a patient’s 
lifelong medical history and personal data.33 Providers 
have access to data created by themselves and data explic-
itly sent to them.27

When a physician submits patient data to a patient’s 
EHR, the data are digitally signed by the physician’s 
smart card. The Croatian National Health Care Strategy 
2012–2020 mandates that data from electronic-Personal 
Health Records (e-PHRs) are transmitted in real-time 
via Croatian Health Insurance Fund-certified software 
with HL7 standard messages and a virtual private net-
work (VPN) from a provider to CEZIH.27 In Croatia, all 
“general, pediatric, gynecological, and dentistry practices, 
as well as pharmacies, primary health care laboratories, 
school medicine offices, out-of-hospital specialist-con-
sulting health care, and the information system of the 
Croatian Health Insurance Fund, are connected to 
CEZIH.”32

The eHealth Records is a unified assembly where patient 
data are collected so that authorized doctors—those par-
ticipating in the patient’s treatment and those authorized 
by the patient—can access it. The eHealth Records sys-
tem allows doctors to survey the patient’s medical data, 
granting access to patient information when a patient can-
not provide data or streamlining the search for clinically 
important information, such as allergies or medication 

records. Services such as ePrescription and eReferral help 
this platform work.

Inter-facility (macro-tier) interoperability
The EHIS helps centralize all patient data, including 

not only medical but also financial and administrative 
data. This allows medical institutions to avoid utilizing 
unnecessary paper records, as the data are processed 
automatically with EHIS. By combining large amounts 
of medical and nonmedical data, EHIS supports every-
day clinical decision-making. Like the EHE system, the 
module-based, customizable nature of the EHIS allows 
healthcare providers to utilize this system, independent of 
size and specialty.32

The eHealth Records system, ePrescription, and eRe-
ferral tools are implemented in the CEZIH, which enables 
medical systems to store all medical information. Partially 
due to the implementation of these tools, the Republic of 
Croatia has kept a stagnant per capita spending on the 
health system, in comparison to the rest of the EU, which, 
on average, increased their per capita spending by approx-
imately 30% from 2005 to 2015.34 The Republic of Croatia 
is also the lowest among the EU regarding health expen-
ditures per capita.

One drawback to the current system is that limited ter-
minology standards and templates exist for the Croatian 
system.32 Another issue is that Croatia has not imple-
mented a national EHR system, resulting in only 3% of 
primary care physician offices using EHRs as of 2017.35

In 2014, Croatia released its Strategic Plan for eHealth 
Development. In the summer of 2019, Croatia imple-
mented ePrescriptions for visiting Finnish citizens and 
access to patient summaries for Czech visitors. Croatia 
has also partnered with Estonia to allow Croatians abroad 
to fill their ePrescriptions from Croatia at Estonian 
pharmacies.36

Point-of-care (micro-tier) interoperability
The online patient portal component of the Croatian 
health information exchange system is a component of 
the national infrastructure and Croatian e-Citizen ini-
tiative.37 Patients access records associated with their 
National Health Insurance Number; however, no patient 
smart card is available in Croatia.37

Commonwealth of australia
Announced in July 2012, the Personally Controlled 
Electronic Health Record (PCEHR) is a shared health 
summary set up by the Australian government with the 
implementation overseen by the National Electronic 
Health Transition Authority. PCEHR is a patient-cen-
tered EHR, unlike the majority of EHRs that are pro-
vider-focused.38 The PCEHR consists of a central 
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infrastructure for data transfer and periphery reposito-
ries for data and document storage. As a distributed sys-
tem, PCEHR maps patient data across repositories by a 
patient’s Individual Health Identified (IHI). A PCEHR 
system diagram is shown in Figure 3.

Intra-facility (meso-tier) interoperability
Most general practitioner physician offices in Australia 
utilize clinical information systems.39 An emergency 
access control exists, which enables providers to over-
ride a patient’s access settings in an emergency.40 
Another unique feature of  the system is that it does 
not allow for querying patient EHR records.38 Patient 
data can be viewed using the patient’s IHI in a provider 
portal.41 An index of  available records for a queried 
IHI value is returned. Documents themselves are only 
called when selected at the index page for an IHI value 
in the portal.

The PCEHR is accessed using certified subsidiary 
software with an architecture built on two international 
frameworks: HL7 CDA and IHE Cross Enterprise 
Document Sharing (IHE XDS.b) profile.42 

The Australian government offers the e-health prac-
tice incentives program (ePIP) to expand PCEHR 
use and training.43 While it has been budgeted to cost 
upwards of  $800 million, the project is expected to save 
approximately $11.5 billion over 15 years on health-
care information exchange-related spending.39 While 
PCEHR offers customizability for patients, providers, 
like Australian Medical Association President Steve 
Hambleton, M.D., have expressed concerns about 
PCEHR complicating provider workflows, stating, 
“What is driving us mad is that the PCEHR has been 
built with so many controls that can be turned off  and 

on by patients that they have forgotten that you want to 
make it easy for doctors and hospitals and other health 
professionals to use.”43

Inter-facility (macro-tier) interoperability
In Australia, hospital, specialist, and allied health profes-
sional adoption of such systems vary across the country.38 

PCEHR uses HL7 CDA to transfer patient data from 
one repository to another. The Australian government uses 
the National Authentication Service for Health Personal 
Key Identifier (NASH PKI) certificate for security.44

Point-of-care (micro-tier) interoperability
Opting into the PCEHR system is optional for patients.45 
Patients must register for an eHealth record with the gov-
ernment. Once registered, patients can control who has 
access to their health records. While the default eHealth 
record setting allows any provider with the patient’s IHI 
to access said patient’s record, patients can opt to delete 
records, restrict their access, or generate record access 
codes (RACs) to permit only providers with a given RAC 
to see a certain record. 

One unique aspect of the PCEHR system is that it 
allows patients to generate health summaries and health 
notes.38 Patient data can be viewed by using the patient’s 
IHI in the patient portal.41 

Taiwan
Each citizen and resident of Taiwan must enroll in the 
National Health Insurance system and receive a smart card 
known as the National Health Insurance Card (NHI Card).46 
The NHI Card is connected to the NHIA via the NHI secure 
VPN. Upon visiting a provider, the NHI Card provides 
records of the six most recent treatments and prescriptions 

Fig. 3. Personally Controlled Electronic Health Record (PCEHR) System Diagram.
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a patient has received. Then, the provider inserts their med-
ical personnel ID card to load the next treatment and pre-
scription decisions onto the NHI Card, replacing the least 
recent visit information of the original six most recent treat-
ments.47 The effectiveness of the Taiwanese eHealth system 
is unknown, with the upload volume of medical records 
exceeding the download volume.48

Inter-facility (macro-tier) interoperability
The NHIA manages the information bank that holds more 
comprehensive patient records. Two portals to access the 
NHIA information bank exist: one for patients and another 
for providers. Launched in September 2014, My Health Bank 
is a patient-centered interface allowing patients to access 
their medical records. It aims to minimize “the information 
asymmetry between doctor and patient and ultimately makes 
medical care safer, better, and more effective.”49 My Health 
Bank offers both website and mobile application access.50 
My Health Bank links three types of patient information 
via its portal: health records from the past 3 years, including 
dentistry and traditional medicine treatments; information 
about a patient’s insurance status, which can be downloaded 
to a patient’s physical device; and “synergistic information 
such as personal health records statistics, data visualization, 
and personalized health management information, including 
timely alerts for regular health examinations, health educa-
tion information, and disease prognosis and risk assessment 
information, according to the patient’s health status.”48

Intra-facility (meso-tier) interoperability
NHI Medi-Cloud is the provider-focused portal that only 
grants individuals with medical personnel ID cards access 
to a patient’s records. The NHI Medi-Cloud includes 
the same types of information available to patients via 
My Health Bank.51 Taiwan’s Electronic Medical Record 
Exchange Center (EEC) is responsible for health record 
interoperability. Hospitals convert entered patient data to 
standardized formats, and the EEC indexes the XML files 
from all hospitals to provide querying services for provid-
ers. Hospitals commonly generate HL7 CDA documents 
and DICOM images for data storage, along with the IHE 
XDS profile for data transfer. Patients can download data 
from My Health Bank and use it with health applications 
to track and monitor their health.48

In 2013, Taiwan’s National Health Insurance 
Administration (NHIA) developed the “Pharmacloud 
System,” enabling providers to sort through patient medi-
cal records to identify adverse pharmaceutical interactions. 
Pharmacloud has greatly improved the efficiency and accu-
racy of hospital medical reconciliation processes.52

Point-of-care (micro-tier) interoperability
Patients opt-in to the NHI account system by selecting a 
password for their NHI account. By setting up a password, 

patients control physician access to their records, as the 
default setting for a patient’s records is without a password.53 

Current Trends, Options, and Conclusion
Small countries such as Estonia have made greater prog-
ress regarding the percentage of the population whose 
personal health records are interoperable. One can argue 
that it is easier to attain greater uniformity regarding file 
structures and protocols in such countries. At the same 
time, it should be pointed out that it would be very inef-
ficient if  each country had one or more healthcare infor-
mation systems that catered to a significant number of 
patients in that country alone, based on the growing 
global trend to travel across international borders. This 
problem is already being felt in Europe, where millions 
of residents travel across national borders within Europe 
each year, and access to medical information is impeded 
by differences in medical information systems and the 
stringent provisions for accessing personal data across 
national borders.

The information on symptoms, diseases, drugs, rem-
edies, and other aspects of healthcare should be avail-
able to relevant organizations and not be constrained 
by organizational or national boundaries. To address an 
increasing need for accessing and researching data from 
diverse sources and environments, one needs to develop 
and implement effective mechanisms to surmount orga-
nizational, national, and other political boundaries con-
cerning diverse types of healthcare information.

A potential strategy that deserves consideration is to have 
a better mechanism for “mediating” between the solutions 
being developed in different sub-niches of the healthcare 
areas, such as in various medical specialties, pharmacies, 
medical devices, health IoT space, and patient-reported out-
comes (PROs). Ideally, such oversight should be provided 
by an entity that commands professional respect, such as 
an international standards organization, the World Health 
Organization, W3C, or a consortium involving appropriate 
healthcare industry representatives, governmental agencies, 
and academia. The consortium model was applied success-
fully to catalyze and globally deploy the concepts of auto-
mated nationwide processing of bank checks and Internet 
Telephony, respectively. In both cases, the consortium 
helped to surmount the reluctance to depart from conven-
tional practices, as has been highlighted 500 years ago by 
renowned political philosopher Niccolo Machiavelli54: 

“It ought to be remembered that there is nothing more 
difficult to take in hand, more perilous to conduct, or 
more uncertain in its success than to take the lead in 
introducing a new order of things. Because the inno-
vator has for enemies all those who have done well 
under the old conditions and lukewarm defenders in 
those who may do well under the new…” 
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