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Abstract

Background: Many information technologies have supported the growth of the medical field worldwide. Telehealth consultation is a rapidly  
developing area in healthcare that aims to optimize time utilization during patient–physician consultations. To support telehealth con-
sultations, healthcare providers make patient records available on online platforms to review medical history and treatment progress. 
Accordingly, government and healthcare organizations have introduced telehealth, telemedicine, and systems for maintaining e-health 
records. When such data are hosted on online platforms, it becomes vulnerable to unauthorized access and potential security threats. 
Although security mechanisms such as firewalls and authentication controls protect telehealth records (THRs), these records are frequently 
accessed by government agencies, researchers, and healthcare professionals for medical analysis and research. However, authorities often 
do not explicitly enforce transparency regarding how and where THRs are accessed. Often, patients and treating physicians are not fully 
aware of external access to health records before data disclosure. 
Methods: To address this limitation, the authors propose an architectural framework for THR access that uses a one-time password (OTP)-
based dual-authorization mechanism to ensure both security and transparency.
Results: The proposed approach enables health record access only with the knowledge and explicit authorization of both the patient 
and the physician, thereby embedding transparency within the access control workflow. The system is built using web pages written in 
Hypertext Markup Language (HTML), and controlled testing is used to ensure the operational workflow functions.
Conclusions: Experimental results indicate: 
•  OTP delivery time is 15 ms,
•  application programming interface (API) response time is 25 ms,
•  THR load time is 15 ms, and
•  authentication success rate is 97%.

Plain Language Summary

The telehealth record represents the electronic version of a patient’s medical record and is used by physicians, patients, and researchers for 
clinical and research purposes.

The primary security concerns in e-health systems include privacy, security, and confidentiality. Although people often use these terms 
interchangeably, they represent distinct aspects. To address this transparency gap the authors propose a one-time password-based dual-au-
thorization mechanism for access to THRs. The proposed approach ensures:

•  the patient and the treating physician receive notifications, and 
•  are involved before external entities gain access to health records.

Key Takeaways

•  The proposed framework presented here enables transparent access to telehealth records.
•  The overall authentication success rate is 97%. 
• � This framework can be extended to support wider global telehealth records, scalability, auditability, and interoperability across health-

care platforms.
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The evolution of medical and computing technologies1 
has initiated significant innovation in telehealth systems, 
enabling patients and physicians to consult from differ-

ent geographical locations through teleconsultation services.2 
To support teleconsultation, health-related information is 
stored electronically to facilitate efficient access to patient data. 
The telehealth record (THR)4 represents the electronic version 
of a patient’s medical record and is used by physicians, patients, 
and researchers for clinical and research purposes. This record 
maintains patients’ personal information, diagnostic reports, 
laboratory test results, medical treatments, and disease pro-
gression details.5 Maintaining such records in electronic format 
allows continuous monitoring of patient health conditions and 
enables authorized access from different locations.6

Health Information Technology supports THRs by 
enabling storage, manipulation, and transfer of data for global 
accessibility.7 With the growth of telemedicine, cloud-based 
platforms and online services increasingly provide access to 
THRs.8 However, when THRs are accessible over the Internet, 
they become vulnerable to unauthorized third-party access, 
potentially affecting the integrity and authentication policies 
of stored data.9 Several governments have promoted the adop-
tion of electronic health records, including the United States 
under the American Recovery and Reinvestment Act of 200910 
and European Union initiatives supporting unified health  
systems.11 With advancements in information and communica-
tion technologies, electronic health records have evolved into 
broader e-health ecosystems worldwide.12

The primary security concerns in e-health systems include 
privacy, security, and confidentiality.13 Although people 
often use these terms interchangeably, they represent distinct 
aspects. Privacy refers to maintaining patient information 
in a protected and controlled manner, while security relates 
to safeguarding health records against vulnerabilities and 
unauthorized access.14 In certain cases, government agencies, 
employers, pharmaceutical companies, researchers, and labo-
ratories may access health records for data processing or val-
idation purposes. There is also a potential risk of misuse by 
healthcare providers or other stakeholders.15 Therefore, med-
ical records must ensure the core security principles of confi-
dentiality, integrity, and availability.

Many countries have introduced regulations such as the 
Health Information Technology for Economic and Clinical 
Health (HITECH) Act16 and the Health Insurance Portability 
and Accountability Act (HIPAA)17 to prevent misuse and unau-
thorized disclosure of e-health information. HIPAA defines 
administrative safeguards for record management, physical safe-
guards for access control, and technical safeguards for secure 
electronic usage, including firewall protection. These protection 
frameworks also align with ISO 27799 standards for healthcare 
information security.18 Hospitals and organizations maintaining 
telemedical records must comply with these regulatory stan-
dards to ensure appropriate security measures.

To ensure effective protection of medical records, confiden-
tiality, integrity, availability, and authorization mechanisms 
must be incorporated into the system architecture.19 Various 
cryptographic techniques such as secure passwords, digital 
signatures, and certificate authorities,20 along with advanced 
approaches such as blockchain methodologies,21 have been 

adopted to enhance medical record security. While these mech-
anisms strengthen authentication, encryption, and auditabil-
ity, they do not explicitly enforce transparency at the human 
authorization level. In many situations, patients and treating 
physicians are not clearly informed prior to secondary usage 
or external access to medical records, even when access is tech-
nically authorized.

To address this transparency gap, this article proposes a 
one-time password (OTP)-based dual-authorization mecha-
nism for access to THRs. The proposed approach ensures that 
both the patient and the treating physician receive notifications 
and are involved before external entities gain access to health 
records. Unlike conventional authentication models that pri-
marily verify user identity,22 the proposed method embeds 
shared authorization within the access control workflow. This 
approach aims to enhance transparency and controlled autho-
rization while maintaining implementation simplicity and 
avoiding the operational complexity associated with heavier 
distributed frameworks. 

The remainder of this article is organized as follows. Section 
‘Literature review’ presents the literature review on telehealth 
security, authentication models, blockchain frameworks, and 
recent AI-driven cybersecurity approaches. Section ‘Proposed 
telehealth record framework’ describes the proposed dual- 
authorization OTP-based THR framework along with its  
system architecture and workflow. Section ‘Implementation’ 
discusses the implementation details and performance evaluation 
metrics. Section ‘Comparison with existing approaches’ pres-
ents a comparative analysis with existing approaches. Section 
‘Limitations and privacy–cybersecurity considerations’ dis-
cusses the limitations of the proposed framework and privacy–
cybersecurity considerations. Finally, Section ‘Conclusion’ 
concludes the article and outlines

Literature Review
In this section, the authors discuss existing research related to 
security in THR maintenance. The review covers telehealth 
strategy development and policy initiatives; cryptographic 
adoption in telehealth applications; contributions of modern 
technologies; blockchain-based frameworks; OTP mecha-
nisms for THR access; artificial intelligence-based cybersecu-
rity models; zero-trust architectures; secure cloud frameworks; 
and various telehealth application domains.

Table 1.  Comparison of telehealth record security approaches.

Feature Blockchain-based 
approaches

Multi-factor 
authentication

Proposed OTP 
framework

Transparency in  
record access

Partial35,36 No33,39 Yes

Dual patient–doctor 
consent

No35,37 No33 Yes

Computational 
complexity

High36,37 Medium33 Low

Implementation cost High35,36 Medium39 Low

Infrastructure 
requirements

Distributed/ 
High36,37

Moderate33 Lightweight

Ease of deployment Low35 Medium33 High

OTP: one-time password. 
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The evaluation of telehealth for occupational therapy 
during the COVID-19 pandemic was carried out by Dahl-
Popolizio et al.23 in 2020 using a cross-sectional survey and 
Likert-scale analysis. The results indicated positive acceptance 
(77%), improved access, flexible service delivery, and enhanced 
caregiver involvement; however, limitations included a small 
sample size and limited applicability across all populations. 
Chattopadhyay et al.24 proposed a W3H2-based holistic clas-
sification of telemedicine security and privacy issues in 2023 
using survey-based analysis combined with the OSI seven-layer 
model. Their work provided a multi-layer taxonomy for iden-
tifying threats, causes, and mitigation strategies, though it 
lacked implementation-level validation.

AlAmr25 examined patient trust through enhanced data secu-
rity in a Saudi hospital in 2024 using patient surveys on authen-
tication and consent mechanisms. While the study provided 
practical insights, it focused on a single institutional setting. 
Similarly, Vidanagamachchi and Mallikarachchi26 assessed pri-
vacy and security concerns from a patient-centric perspective in 
Sri Lankan telemedicine systems in 2024. Their findings empha-
sized user awareness and perception; however, the study did not 
extensively analyze deeper system-level technical vulnerabilities.

Recent developments in 2025 further emphasize the grow-
ing importance of advanced cybersecurity in digital health 
environments. Insani et al.27 evaluated digital health technol-
ogies for medication safety using Preferred Reporting Items 
for Systematic Reviews and Meta-Analyses (PRISMA) meth-
odology, demonstrating measurable reductions in adverse 
drug events and medication errors. Rathee et al.28 analyzed 
secure cloud computing applications in digital health sys-
tems, highlighting scalability benefits along with the need for 
robust identity and access management mechanisms. Recent 
2025 studies on AI-driven cybersecurity architectures for tele-
health platforms have proposed intelligent threat detection 
models to enhance protection of virtual healthcare consulta-
tions.29 Additionally, contemporary research on secure cloud 
infrastructure for healthcare systems stresses the importance 
of zero-trust identity verification and resilient authentication 
frameworks to protect electronic health records in distributed 
environments.30 Systematic reviews of emerging cybersecurity 
technologies in 2025 further indicate that hybrid approaches 
integrating artificial intelligence, adaptive authentication, and 
risk-based access control can strengthen resilience against 
evolving cyber threats in healthcare systems.31

A crypto-biometric-based secure Telemedicine Information 
System (TMIS) was proposed by Mahto and Yadav32 in 2020, 
integrating elliptic curve cryptography with iris biometrics and 
cloud deployment. The system demonstrated strong authenti-
cation performance, though usability constraints and reliance 
on a single biometric modality were observed as limitations. 
Suleski et al.33 reviewed multi-factor authentication (MFA) 
mechanisms for the Internet of Healthcare Things (IoHT) in 
2022, identifying weaknesses in traditional password-based 
systems and recommending stronger MFA strategies, although 
experimental validation was not provided. 

Wenhua et al.34 introduced a lightweight encryption model 
for telehealth confidentiality in 2024 that uses electrocardiogra-
phy (ECG)-based key generation, reducing central processing 
unit (CPU) utilization while raising concerns about scalability 

and resistance to advanced attacks. Blockchain-enabled tele-
health and telemedicine frameworks have also been widely 
investigated to ensure immutability and transparency. Ahmad 
et al.35 proposed a blockchain-based telehealth framework in 
2021 that provided secure data sharing but faced scalability 
and infrastructure challenges. MediBlock36 and the block-
chain-inspired Cyber-Physical Healthcare System architecture 
proposed by Mohit Kumar et al.37 improved reliability and 
auditability, though computational overhead remained a con-
cern. Odeh et al.38 further enhanced privacy preservation using 
homomorphic encryption and secure multi-party computation 
in 2024, but latency and scalability limitations persisted.

OTP-based and MFA schemes have been extensively stud-
ied. Lone and Mir39 proposed a tripartite OTP-based authen-
tication framework that combines OTPs, biometrics, and 
device identifiers, thereby improving resistance to imperson-
ation attacks at the cost of additional computational over-
head. Akilan and Sekar40 introduced a lightweight OTP-based 
authentication mechanism for wireless body sensor networks, 
focusing on reduced latency but encountering key manage-
ment challenges. Harshini et al.41 integrated OTP with Zero 
Trust and role-based access control in 2024, strengthening 
access governance while increasing authentication complexity.

Hybrid and platform-based telehealth systems have also 
been proposed. Khan et al.42 developed a hybrid mobile–web 
health record system using OTP-based authentication, though 
its applicability was limited to specific national identity infra-
structures. TelecarePLUS platforms43,44 emphasized secure 
teleconsultation workflows but lacked validation in large-scale 
deployments. Shaibu et al.45 proposed a smart authentication 
portal for rural healthcare facilities, achieving low latency 
but limited scalability. Zulkifl et al.46 introduced FBASHI, 
combining fuzzy logic with blockchain to provide decentral-
ized authentication and auditing mechanisms, though system 
complexity increased. EyeEncrypt47 focused on secure medical 
image processing with confidentiality and integrity support.

Despite these advancements, existing approaches primar-
ily emphasize authentication strength, encryption robustness, 
blockchain immutability, or AI-driven intrusion detection. 
However, transparency in THR usage specifically ensuring 
that both patients and treating physicians are explicitly aware 
of and approve external access requests remains insufficiently 
addressed. While zero-trust and blockchain models improve 
auditability and verification, they do not inherently enforce 
dual human authorization prior to record disclosure. This 
identified gap motivates the proposed approach, which focuses 
on enhancing transparency between patients and physicians 
through OTP-based dual authorization during THR access.

Proposed Telehealth Record Framework
From the literature survey, it is observed that telehealth and 
telemedicine records are accessed by various platforms, includ-
ing government sectors,11 pharmaceutical researchers, physi-
cians48 for disease-related studies, and medical researchers17 
for case study analysis. When such THRs are shared through 
cloud storage13,30 or online platforms, they become vulnerable 
to potential data security breaches.15,22 In addition, access to 
health record information is often not explicitly transparent to 
the patient and the treating physician prior to disclosure.
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To ensure transparency in data use while maintaining secure 
access to records, this article proposes a OTP-based dual- 
authorization mechanism for THRs. The proposed approach is 
integrated into the telehealth database architecture, where any 
access request from an external platform triggers the genera-
tion and delivery of an OTP to both the patient and the treating 
physician. The health record becomes available to the request-
ing entity only after both parties successfully verify the OTPs 
within a valid access session. This method maintains controlled 
authorization while ensuring that patients and physicians are 
informed about when and how THRs are accessed, including 
usage for research or disease analysis. The approach is inten-
tionally lightweight and avoids the operational and computa-
tional complexity associated with more resource-intensive.

System Architecture
Figure 1 illustrates the proposed system architecture, which 
consists of the THR manager, THR database, various access 
platforms, patients and physicians, and a random OTP gen-
eration module. The THR database stores structured patient 
information, including personal details, medical history, treat-
ment records, medication details, and physician information. 
This information is accessible only through authenticated ses-
sions and is visible to patients and physicians to support trans-
parency and data integrity.

Various accessing platforms, such as pharmaceutical 
researchers, disease specialists, and medical researchers, may 
request access to THRs for legitimate analytical or clinical 
purposes. However, such access is permitted only with the 
knowledge and explicit authorization of both the patient and 
the physician. Whenever an accessing platform submits a THR 
request, the THR manager activates the OTP generation mod-
ule. A random number generation technique49 is used to gen-
erate a four-digit OTP for each access request. The generated 
OTPs are delivered to the registered mobile numbers of both 
the patient and the physician. Access to the THR database is 
granted only after successful verification of both OTPs within 
the same transaction session.

Since each OTP is generated uniquely for a single access 
instance and is not reusable, replay or repeated access using 

previously issued credentials is prevented. This mechanism 
strengthens session-level authorization, enhances transpar-
ency in record usage, and ensures secure access for future 
medical analysis.

The overall operational workflow of the proposed frame-
work for THR transparency and security is summarized in 
Algorithm 1 and illustrated in Fig. 2. Initially, the THR is 
populated with the patient’s personal information, medical 
data, treatment details, and physician records. In the second 
stage, patient and physician identities are authorized using 
mobile-based OTP verification. THRs are updated regularly 
as treatments or medications are administered. When a third 
party requests access to a health record, OTPs are generated 
and sent simultaneously to both the patient and the physician. 
Since the OTP is valid for a single access session only, unautho-
rized reuse is prevented, thereby improving both security and 
transparency of record access.

Algorithm 1: Steps of the Proposed Framework

1.  Initialize the telehealth record
2. � Validate patient and physician identities using authoriza-

tion access

Fig. 1.  System architecture.

Fig. 2.  Flow of work.

OTP: one-time password; THR: telehealth record.
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3. � Update the health record when treatment or medication 
is provided

4. � When an external platform requests access, send OTPs to 
the patient and physician

5.  Confirm OTP verification
6.  Validate transparency and access permissions
7.  Provide telehealth record access to the requesting platform
8.  End the process

Implementation
This section discusses the implementation of the proposed THR 
transparency and security framework. The proposed work is 
implemented as a web-based application using Hypertext 
Markup Language (HTML) to develop the user interface pages 
that interact with the telehealth database. Three categories of 
users are provided for accessing health records: patients, doc-
tors, and other vendors categorized as researchers. By selecting 
the appropriate login category and providing a registered mobile 
number, the system generates and sends an OTP verification 
request to the user. After entering the received OTP, the user is 
authenticated and granted access to the THR system. This pro-
cess ensures controlled authentication as well as secure access to 
the database. Figure 3 illustrates the login page, the OTP verifi-
cation process, and the different login categories.

In the next stage, a list of patient information, each associ-
ated with a unique patient ID, is maintained in the telehealth 
database. If access to a specific patient record is required, 
the requesting user must enter the corresponding patient ID 
through the THR access interface. The user is then required 
to provide patient and physician details, along with the regis-
tered mobile numbers. Upon submission, OTPs are generated 
and sent simultaneously to both the patient and the doctor. 
Successful verification of both OTPs within the same access 
session enables authorized retrieval of the THR. A composite 
workflow in Fig. 4 illustrates the sequence of steps involved in 
patient ID validation and THR retrieval. This implementation 
ensures that health information is not disclosed to unauthorized 
third parties while supporting transparency in record usage and 
maintaining data security.

The performance of the proposed system was evaluated using 
basic performance metrics obtained from repeated access trials. 
The observed OTP delivery time was 15 ms, the application pro-
gramming interface (API) response time was 25 ms, and the THR 
load time was 15 ms. Figure 5 illustrates the performance metrics 
of the proposed framework in terms of OTP delivery time, API 
response time, THR load time, and authentication success rate. 
The overall authentication success rate achieved was 97%.

Comparison With Existing Approaches
Several security and access control mechanisms have been 
proposed in the literature to protect telehealth and electronic 
health records, including blockchain-based frameworks, MFA 
systems, and zero-trust security models.35–37,39,41 Each approach 
not only provides specific advantages but also introduces lim-
itations related to computational complexity, deployment cost, 
and operational overhead. The proposed OTP-based THR 
framework is compared with commonly adopted approaches 
to highlight its characteristics, particularly in terms of trans-
parency and access authorization.

Blockchain-based approaches provide immutability and 
auditability of health records but often involve high com-
putational overhead, scalability challenges, and increased 
deployment costs.35–37 The MFA-based systems enhance 
authentication strength by combining multiple verification 
factors; however, these systems primarily focus on user authen-
tication and do not explicitly support transparency or shared 

Fig. 3.  Composite login & OTP interface. 

OTP: one-time password.

Fig. 4.  Composite workflow screenshots of OTP verification and 
telehealth record access process. 

OTP: one-time password; THR: telehealth record.

["patientID": "1001", "name": "JohnDoe",
"age": 45, "gender": "Male", "doctor":
"Dr.PriyA", "diagnosis": "Hypertension",
"treatment", "Amlodipine 5mg daily",
"lastVisit": "2025-02-10", "notes": :"BP
slightly elevated, follow-up in 30 day"}
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consent between patients and physicians.33,39 Zero-trust and 
role-based access control models improve continuous verifi-
cation and access enforcement but may introduce additional 
authentication overhead and system latency.41

In contrast, the proposed OTP-based framework empha-
sizes dual authorization and transparency by requiring explicit 
approval from both the patient and the treating physician before 
THR access is granted. The approach is lightweight, easy to 
deploy, and suitable for web-based telehealth environments. It 
is intended to complement existing security mechanisms rather 
than replace advanced cryptographic or distributed security 
frameworks.50–52

Limitations and Privacy–Cybersecurity Considerations

Limitations
Despite the advantages of the proposed THR transparency 
and security framework, certain limitations must be acknowl-
edged. Firstly, the proposed OTP-based authorization mech-
anism depends on the availability and reliability of mobile 
network services. In environments with poor network connec-
tivity, OTP delivery delays may affect timely access to THRs. 
Secondly, the current implementation relies on SMS-based 
OTP delivery, which may be vulnerable to security threats such 
as SIM swap attacks or message interception. Although the 
dual-authorization requirement involving both the patient and 
the physician reduces the overall risk of unauthorized access, 
additional secure OTP delivery channels could further enhance 
system robustness.

Thirdly, the proposed framework has been evaluated using 
a web-based prototype and limited test scenarios. It has not 
yet been validated in large-scale hospital environments or 
nationwide telehealth systems, where higher user volumes 
and complex workflows may introduce scalability challenges. 
Finally, the current work does not integrate advanced security 
mechanisms such as blockchain-based audit trails or artifi-
cial intelligence-based anomaly detection. Incorporating such 
techniques in future work could improve traceability, intrusion 
detection, and resilience against sophisticated cyberattacks.

Privacy and Cybersecurity Considerations
The proposed framework addresses core cybersecurity prin-
ciples,50 including confidentiality,53 integrity,54 availability,55 
and controlled authorization,56–58 within THR management.59 
Confidentiality is enhanced through dual OTP-based veri-
fication, which restricts record access to sessions explicitly 
approved by both the patient and the treating physician. 
Integrity is supported by authenticated access control mech-
anisms that prevent unauthorized modification or retrieval 
of THRs. Availability is maintained through the lightweight 
architectural design, which avoids computationally inten-
sive processes and ensures timely access for legitimate users. 
Furthermore, the transparency-driven dual-consent mecha-
nism strengthens privacy protection by ensuring that patients 
and physicians are aware of external record access requests. 
Together, these measures contribute to a secure and privacy- 
aware THR access environment.

Conclusion
This article proposes a THR-maintenance framework that 
achieves transparency and security in THR access through a 
OTP mechanism. The THR manager is responsible for collect-
ing and coordinating processes for maintaining health records, 
including user registration, login, OTP generation, and OTP 
verification. The proposed work is implemented using HTML-
based web page development, and each stage of the web 
workflow was verified to support secure data access and trans-
mission. The proposed framework enables transparent access 
to THRs, ensuring that both patients and physicians know 
when and how health records are accessed, including usage for 
research and disease analysis. This approach supports improved 
awareness, follow-up queries, and response mechanisms while 
maintaining controlled access to sensitive medical information. 
Performance evaluation indicates that the OTP delivery time is 
15 ms, the API response time is 25 ms, and the THR load time is 
15 ms. The overall authentication success rate achieved is 97%. 
In future work, this framework can be extended to support 
broader, global access to THRs, as well as enhanced scalability, 
auditability, and interoperability across healthcare platforms.
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