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Abstract

Background: Image-based artificial intelligence (IBAI) platforms offer the potential to improve operating room (OR) safety and efficiency through real-time monitoring of clinical workflows. However, implementing these platforms poses complex challenges related to data privacy, ethical oversight, legal compliance, and the need for robust governance structures.

Objective: This study aimed to describe the implementation of IBAI across a multihospital health system in the United States, the legal and ethical challenges encountered, and the strategies used to support safe and compliant integration.

Methods: An IBAI platform was deployed across more than 50 ORs across the health system. The platform uses artificial intelligence-driven audio-video analysis to support performance metrics such as first case on-time starts and turnover time. A governance framework addressing recording access, retention, and consent was developed. Key stakeholders, including department chairs, quality officers, and OR committees, were granted review authority under a structured policy.

Results: Initial skepticism among surgical staff centered on data security, liability risk, and consent. Policy refinement, transparent communication, and updated consent language led to increased support of platform use. Video retention was set at a maximum of 30 days (audio at 7 days), with access limited to designated leaders. These parameters are provisional and may be modified in response to evolving legal and ethical guidelines. Early qualitative feedback suggests improved confidence in the system, with further quantitative evaluations underway.

Conclusions: This use case highlights the importance of ethical policy development, stakeholder engagement, and transparent communication to successfully implement IBAI in surgical settings. Ongoing refinements are being made based on stakeholder feedback as the health system evaluates expansion to other clinical applications.

Plain Language Abstract

Image-based artificial intelligence (IBAI) has the potential to enhance surgical workflows and patient care. Its benefits include improving safety event reporting, managing daily case volumes and room availability, and automating tasks previously performed manually by operating room staff with greater accuracy. However, implementing IBAI in a hospital system with a culture not accustomed to recording technologies can present significant challenges. In this article, we share an account of our challenges, thought processes, and some of the systematic approaches we employed to address these issues. We discuss how we navigate ethical and legal considerations to ensure the protection of staff and patient privacy. As with all technological advances and interventions, continuous evaluation and iterations are necessary to develop a robust health system policy that ensures safe, high-quality patient care, supports and respects clinical teams, and meets legal and regulatory compliance requirements.
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The operating room (OR) is a central hub of patient care and hospital activity, where safety and efficiency are paramount. Key metrics for evaluating OR performance include achieving on-time first case starts, optimizing turnaround times, perfection in patient safety, and excellence in patient satisfaction.1 To enhance these metrics and improve patient safety, our health system implemented image-based artificial intelligence (IBAI) utilizing audio and video recordings in our ORs.

During the implementation process, we identified a lack of consensus on best practices regarding the accessibility and security of recordings, the capacity of both physicians and patients to fully comprehend and provide informed consent for the use of IBAI, and the broader cultural implications for the privacy, comfort, and safety of healthcare staff and providers.2–8

A review of the literature reveals a significant gap in research on these legal and ethical issues. Existing literature primarily focuses on institutions such as the University of Texas Southwestern, Dallas, Texas, USA and Duke University, Durham, North Carolina, USA, which use IBAI for safety checklists, efficiency assessments, and quality improvement initiatives, as well as for tracking personnel and documenting intraoperative events.

This study aims to examine these considerations within our healthcare system, contributing to the existing body of literature and informing future policy and practice. We address the following key questions: (1) Who should have access to the recorded data, and what are the appropriate use cases for its utilization? (2) What is the appropriate retention period for these recordings? and (3) How do we obtain informed consent from both staff and patients regarding the implementation of this technology? We examine the challenges, strategic considerations, and cultural adaptations required within our healthcare system to facilitate a successful and ethical deployment of this technology.

Setting

The IBAI technology uses a mix of artificial intelligence (AI) and machine learning to identify aspects of the operating theater as well as each step in the operation to provide information in a summary fashion. Our health system utilizes IBAI in hospital ORs through a combination of video and audio feed to obtain information about safety events, turnover time, sterility, and surgeon-to-surgeon variability in performance. These metrics assist with logistical challenges and improve patient care based on data and timestamps to inform operative teams, anesthesia, surgeons, pre-operative staff, and post-acute care unit staff about precise events (Appendix A).

The goal of our health system is to leverage this insight to improve workflow, increase case volume in prime-time surgical hours, improve staff and surgeon experience, and improve patient safety in ORs. In October 2022, our flagship academic hospital partnered with Apella® (Apella Technology; San Francisco, California, USA), a provider of real-time OR management platforms, to implement the technology in operative suites for orthopedic, cardiothoracic, and vascular surgery.

To date, the platform has been integrated into eight separate specialty operative suites in greater than 50 ORs at our flagship academic hospital and at four of seven of our community hospitals.

The IBAI platform is compliant with the Health Insurance Portability and Accountability Act (HIPAA) and hospital-specific policies to ensure the protection of patient and staff confidentiality. The suite of functionality available on the IBAI platform, along with an explanation, can be found in Table 1, as provided by the vendor.




Table 1.Tools and their functions for Apella, which is an IBAI platform.


	Tool
	Function





	Insights
	An analytics tool that allows visualization of key operational data, such as first case on-time starts, turnover time, and case metrics.



	Terminal cleans
	Visibility into the end of the day OR cleaning.



	Highlights
	Watch and comment on a specific video.



	Live view
	A livestream gallery that allows visualization into every OR. It includes an overlay of case and room statuses generated by computer vision technology.



	Schedule
	Apella’s schedule enhances the existing OR schedule with predictive forecasting and real-time event detection.



	Pre-operative & post-operative schedule views
	Provides a chronological list of upcoming procedure starts and ends, respectively, based on Apella’s forecasted schedule.



	Daily insights
	Key operational metrics for the day to inform the morning huddle.



	Boards
	View of the day’s schedule and staffing designed for large displays to keep all staff informed.



	Schedule assistant
	Enables precise scheduling by recommending surgeon- and procedure-specific durations.



	Staff management
	Calculates hourly staffing recommendations based on staffing ratios and Apella’s predicted schedule.



	Text notifications
	Available for Patient Wheels In, Patient Wheels Out, and Patient Draped to keep surgeons and staff informed.



	Apella: real-time OR management platform; OR: operating room; IBAI: image-based artificial intelligence.





Legal and Ethical Policy Considerations: Who Should Have Access to the Recorded Data, and What Are the Appropriate Use Cases for Its Utilization?

During the initial implementation efforts, OR staff expressed concerns regarding privacy, ethical considerations, and potential legal implications. Apprehensions included the risk of patient videos being exposed in public forums, the use of IBAI-generated images in malpractice litigation against physicians, the possibility of recorded audio and video footage being utilized in human resources investigations involving OR events and personnel, and physicians and staff being more guarded in honest feedback with trainees.

Controlling the video and audio recording security is paramount for physicians, staff, and patients. While it is incumbent upon the hospital and the business partners who hold the recordings to ensure that they are secure from cyber-events, it is also vital that governance is in place to decide who can access the audio and video and for what reason. Developing an equitable policy requires careful consideration of multiple stakeholders, including various departments and interdisciplinary teams with differing priorities. For example, the legal team may prioritize compliance with applicable laws and regulatory requirements, while the human resources department may focus on policies that protect and support employees when behavioral concerns arise. Balancing these diverse interests is particularly complex within a multi-hospital health system, where governance must align with institutional priorities while ensuring ethical and legal integrity.

After a robust discussion, our initial policy framework specifies that access to intraoperative recordings—from the moment of incision to skin closure—would be restricted to three designated individuals: the Chief Quality Officer, the Chair of the Department, and the Head of the OR Committee. In all instances where this portion of the recording is reviewed, the surgeon would be informed. For recordings of the setup and cleanup phases, hospital management retains discretion over access. During the first full year of implementation, intraoperative recordings were accessed fewer than 10 times. Our health system’s policy is on par with other policies in locations such as Sunnybrook Health Sciences Centre, Toronto, Ontario, Canada.9

Our healthcare system is discussing these potential use cases for the recordings (Table 2).




Table 2.Potential use cases for the recordings in our healthcare system.


	Potential use cases
	Action





	Clinical care and decision support
	Review procedures and patient interactions to improve diagnosis, treatment, and patient outcomes



	Quality improvement and safety analysis
	Evaluate workflows, reduce medical errors, and identify opportunities for improving patient care delivery



	Operational efficiency and workflow analysis
	Analyze preoperative and postoperative clinical workflows to optimize staffing, patient throughput, and overall hospital efficiency, excluding the intraoperative period from first incision to skin closure



	Research and innovation
	Advance studies on AI in healthcare, focusing exclusively on preoperative and postoperative phases and excluding the intraoperative period from first incision to skin closure



	AI: artificial intelligence.





The medical staff, governing committees, and administration recognize that the technology and use cases will grow and evolve, and it is likely that individuals accessing the audio and video as well as safety and efficiency use cases can possibly grow over time. The ability to approve new users and use cases lies with the OR and medical executive committees.

Legal and Ethical Policy Considerations: What is the Appropriate Retention Period for These Recordings?

Physicians have expressed skepticism about whether video feeds used to generate IBAI insights will be employed solely for quality and safety improvement (Table 3, Exhibit 1). This skepticism has led to legal concerns being the primary factor driving physician uncertainty regarding IBAI implementation. Physicians and OR staff have expressed apprehension over potential liability, both from patients and colleagues, as well as the risk of human resources actions based on recorded footage.




Table 3.Physician-expressed skepticism about whether video feeds used to generate IBAI insights.


	Exhibit
	Physician quote





	Exhibit 1. Quote from the Chief of Otolaryngology
	“Before this recording technology was rolled out, I had a lot of uncertainty and concerns around how the data would be used and how we would make the process transparent. I wasn’t sure how the hospital planned to inform or consent patients and staff.”



	Exhibit 2: Excerpt from our consent language
	“Further, I understand that Houston Methodist utilizes certain technologies in its hospital and procedure rooms that electronically record images, sounds, vital signs, and movements of patients as part of its patient safety program. These recordings are not stored permanently and are not shared with or disclosed to third parties. Rather, they are utilized by Houston Methodist Hospital for treatment, quality, and safety purposes.”
“Electronic systems used will incorporate network and software security protocols to protect the confidentiality of patient identification and imaging data and will include measures to safeguard the data to ensure its integrity against intentional or unintentional corruption.”



	Exhibit 3: Feedback from the same Chief of Otolaryngology featured in Exhibit 1
	“Now that it’s [IBAI] has been in place for a few years, we’ve figured out how to communicate clearly with staff about the recordings and their purpose, and I’ve become a strong supporter. It has also helped my clinical and operational practice as a department leader.”



	IBAI: image-based artificial intelligence.





To address these concerns, some IBAI companies have adopted policies in which recorded footage is reviewed exclusively by company-appointed analysts before being permanently deleted. Others defer video retention decisions to individual hospitals, whose policies vary widely—ranging from retention periods of 30 days to as long as 12 months.10 These discrepancies in data management further contribute to uncertainty surrounding the implementation and governance of IBAI technology in healthcare settings.

The existing body of literature demonstrates that video recordings could potentially be protective for the healthcare professional. Complications from common surgical procedures have historically had the potential to result in an unfavorable legal resolution for hospitals.10 For example, a lawsuit against a surgeon in Louisiana, USA, alleged the surgeon did not practice the standard of care when performing a laparoscopic cholecystectomy that resulted in an iatrogenic common bile duct injury. The patient’s injury presented symptomatically on the 11th post-operative day (average: 10 days) and required additional hospital care and a procedure to repair the injury.10 The patient alleged that the intra-operative complication and the negative outcome was a result of poor surgical technique, which fell below the standard of care. A video recording reviewed in this legal proceeding helped prove the standard of care was not breached, and the case was dismissed.10

Discussions at our health system are ongoing to determine if the final policy will be a uniform set of rules throughout the hospital system or whether each campus will set its own rules, as each hospital has separate medical staff structures. Ultimately, some key decisions were made and are listed in Table 4.




Table 4.Brief summary of issues surrounding IBAI implementation, with rationale and decision-making to achieve successful implementation.


	Issue
	Decision
	Rationale





	Length of time video and audio feed can be kept
	30 days for video and 7 days for audio
	This timeline allows sufficient opportunity for all relevant stakeholders to review the video footage, ensuring a proactive assessment of events without subjecting providers to excessive legal risk.



	Who can request the video for review?
	Chief Quality Officer and department chair and chair of the operating room committee
	These individuals represent both the elected medical staff and the hospital administration, ensuring a balanced oversight between physician leadership and institutional governance.



	Who can request video review for additional use cases, such as training?
	The OR committee (or its designee, an IBAI subcommittee)
	Ongoing discussions of additional use cases of IBAI on a case-by-case basis



	Are videos a part of the permanent medical record?
	No
	The video is not kept, and it is not a part of the record.



	AI: artificial intelligence; IBAI: image-based artificial intelligence; OR: operating room.





Legal and Ethical Policy Considerations: How Do We Obtain Informed Consent From Staff and Patients Regarding the Implementation of This Technology?

The issue of informed consent for intraoperative IBAI remains a subject of debate. Despite the presence of preexisting audio and video recording systems within the OR, there was concern that this technology would not be adequately covered by existing consent protocols. It was determined that the language within our consent documentation, refreshed in 2022 to incorporate a broad range of digital health innovation technologies as part of our care, was sufficiently comprehensive to authorize the capture of video feeds. In addition, signage was posted to inform and remind all OR staff of IBAI utilization. Table 3, Exhibit 2, shows an excerpt of our consent language.

This consent language ensures that patients and staff are adequately informed about the use, security, and confidentiality of these electronic recordings. Table 3, Exhibit 3 presents feedback from the same Chief of Otolaryngology featured in Table 3, Exhibit 1, shared 3 years after the initial implementation and following the establishment of the consent framework.

Conclusion

The IBAI is now implemented at all our health system hospitals. Our experience highlights the necessity of well-defined governance policies, stringent access controls, and clear consent frameworks to ensure that IBAI serves as a tool for quality improvement for both patients and staff rather than liability exposure and punitive actions. While integrating IBAI posed challenges in a culture unaccustomed to continuous video and audio recording, its value has been recognized in optimizing OR efficiency, improving the accuracy of operative documentation, and increasing case volumes.2,11 Hospital administration remains committed to ensuring that video and audio recordings are not used punitively, reinforcing their role in enhancing patient safety and workflow efficiency rather than disciplinary action.

The complex nature of IBAI—encompassing surgical recordings and multiple forms of AI—requires ongoing review of governance policies to stay aligned with evolving regulations and ethical guidelines. Although HIPAA does not currently mandate specific requirements for the retention and storage of surgical recordings, future policy developments will likely influence how these data are handled.12 Furthermore, the expanding use of IBAI for additional purposes—such as education and research to enhance hardware and data-driven algorithms—will necessitate modifications to consent frameworks and adherence to the principles of “Good Machine Learning Practice,” issued by the U.S. Food and Drug Administration, Health Canada, and the United Kingdom’s Medicines and Healthcare products Regulatory Agency.12,13

The United Kingdom (UK) highlights the need for a more systemic approach to AI governance in the U.S. Unlike the U.S., where oversight is distributed across multiple federal agencies (e.g., the FDA and the Department of Health and Human Services), the UK has centralized AI governance through the National Health Service (NHS). The NHS has centralized data infrastructures, such as the AI Knowledge Repository, that offer best practices, case studies, and examples of local frameworks (OneLondon: supporting the London Health Data Strategy) that hospitals can reference for the safe integration of AI into patient care.14 The existence of such centralized databases facilitates access to information and helps identify heterogeneity in technology adoption and practice, highlighting areas in need of standardized reform.15 While there are active efforts to align key stakeholders in the U.S., continuous collaboration among the public, developers, health systems, and the federal government is essential to building a coordinated, transparent AI governance model that promotes patient safety and public trust.16 Equally important is the open sharing of real-world experiences and outcomes to support collective learning. We hope this use case report contributes to that goal.

Limitations and Future Work

Future research will focus on assessing the long-term impact of IBAI on patient outcomes, physician performance, and overall healthcare efficiency in the OR. While the technology has been fully deployed at our primary academic medical center, implementation at affiliated satellite hospitals remains forthcoming. For these future rollouts, we have developed a pre-implementation and post-implementation staff survey for physicians and nurses. This survey study will also assess patients’ perceptions of the technology in cases where their surgical procedure took place and IBAI was utilized. To examine long-term impacts, our team has begun evaluating the accuracy of manual timestamps for critical OR events (i.e., patient in room, drapes up, incision) compared to the IBAI timestamps, as well as a separate study on the overall impact of case volumes.

In the UK, IBAI has begun to assist surgeons in the OR in cataract surgery through imaging evaluation, workflow analysis, surgical instrument detection, video evaluation of surgeon skill, and intraoperative warnings to alert surgeons to potential surgical risks.17 In both the UK and US, the technology can rapidly assimilate data, analyze the data, and then display the data in a usable manner by OR staff to improve their awareness of each patient’s unique situation. Regulatory considerations exist in the UK, Germany, and Japan, which largely revolve around AI autonomy and patient safety in terms of both ethics and legality.13,16,18,19

While there is potential for similar IBAI technologies to enhance patient monitoring and staff adherence to best practices in settings such as intensive care units and ambulatory clinics, the current IBAI system used in our ORs has not yet been adapted or approved for use outside the OR environment.

Additional limiting factors might include differences in legal jurisdictions, as well as previously mentioned regulatory or financial constraints—particularly for smaller health systems. There is also a need to establish standardized policies for data retention and legal protections to guide broader implementation. Further studies are needed to evaluate patient and staff perceptions of IBAI to foster transparency, trust, and ethical integration of this evolving technology into clinical practice.
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Appendix A

Image-based artificial intelligence video monitoring case example from an operating room.
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